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(74)CHdl°! 

(77) gAjjgj? Silt 

(54) vimii^ Ai^gj£i Mgxfg g^H^i Qj^Ai as 

s ere si sjh^i 2!§ai ^ ^jh^i ej^Ai m^m 9\m 3f§, A>gx>°i s^i qj^ah <m§ q^?m aasjfe sjh^i eie 

AH £j§0ll CHohOI S»/d36M 33H3I £ieA1M ^£ohi= S3H3I eigAH &dlS XII 01 M S^efe HIS £! ^ 213^ § 

S ttSOII °ioh£ A*§»S| g9H3l SJgAi <Mgo|| Q\$[0\ A^Xf£| g^H3| glg/H dgfi^S &£|offe J\^m gSKH £Jg3i^ A|±gJ2| 

si 

g Ail AH 

£ is s ttaon s\m eis^ia* ai^^°j Aigx>g s?h^i eieAi §s s§£ 

£ 2^ e arson s\m 2imi\& ai^^isj s^h^i £)^ah ?ie ^isi i§§ sei he 

s 3^ s ^so« sis* eje^i^ Ai^ij Ahexisi s^h^i 2imM o.=?m mzms= m§e aei s§£ 

£ 4^ b gjgoii s\m 2im?\m M±m°\ a*s#s ^dwb\ °imM ®g sej 
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£ 6^ eie^i^sj A*g»g e^H^i oi§ai 2<£ ^-s ^ai sei 

^ V S0| ^6*b ?l^ §J □ S0t2| 

S AFg»£| g^H3l £J^AH <M§0I1 CHofOj 21^^ M±m°\ ^si £|*J2f ^XIo^AI 61^8^1 MgXfi S^H3| o\ mMm 

tt 4* sib 2imi\m Ai±gsi A^exfg sjh^i eieAi gjsoii ^ 0 ia. 

S^H3l &a :>l^£ AfgXF^ 9|#(Key Pair)M ggoK>l 6U4fe Xf<M2J AI^U SEb AI^U 21^011 S^ote 3H£J 3\ (Private Key)^ Mgol- 
12 OB 6[Ub S^HSfe g^H3l(Public Key)^ ot0\ XII 3 X>3>|- 01 OlgohOI 4^Xf0OI °JSg2S SLH£ ^£J;q s 

e^H3| ±^Xfb Xf<M°J S^H^IOjl 6HS6fe JHeJ^IM gfaSOII 4^^°^ CHgj&o SM| o^ = s ggog oy mo \ n LHgg ^6JXPI- i 4 21 
o[±z 201 S^H3| g>s 21^21 s^'oira. 

SJH3I Am BP I 9\o[0\ = , g3H3|S 6*28^1 ^HSPI ?iof01 AmXfb 6JSI& D\B m, 21 §313011 J}£}2\ glttdm g^oh 

b 201 vfistct. 

0|fc Xf^joj S^H^IOi! CHe* 2X1AISM 21 §31 3011 2?o*01 2J§3I32J 2XfAjg0| 2i§A|M ^3g*0K 0IM Cf^ 2J#3I3 3 r gJ 

x^eoi goio^i ai^tr 4, oise^ 8K)i s^h^i 3i^e Amu 4> sib 3i&>e xiisohb zim sim&ha. 

0\Z\m 2J§AiM 21^J\& Al^gOl &3o*fe 2*§0||A| Amx>£| <y§ ^^21 Al^USj x-jdl g^SJ £ii£lb Al^iJ ^dlM SoKX 21 S 

313 m±^s\ m^x\ mu\± mz\m sstf 4= aa. ois %o\o\ 2imo\m Ai^gg m§xf°i s^h^i 21m m 6i§ s^poii chsfoi ^31 

Aiding 4^ ejg^l^ AI^D &£|2J ^g0| 2?@C[. 

n^ai, eenoiib oiant^ s^h^i 21^ aim ^ss-oii 2iCH eie^i^ ai^u^ gm\ °imM q^p sai. sjh^i eieAi ^y^ t s^h^i 
^ 01 xi somy AmxfoiiTiis ani^ei Aiding m^m ^ aao. 

g ^^l& #SH°I 6H^oPI ?loK)1 51^^Ai, Af§Xf°l <m^ %oi 0 | AhgXh ^^H91 ojeAi 6!§ S^Oil 2J6H eig 

^IS Al^gSJ 2l^2J ^EHS ^XIo^Ai £!^oMI AhgXfg g^H3| SJ^AiM ^ 2ib ^SI ^llgofe dl H ^^01 

^S2j gJ 

Ah^^ ^^api ^6^04, s ai^soi ais^ Ai^sib aisoji s^h^i oj^ai ^i^si s^isi 21s m 4=^6^ ^a, 

MgXhMOl S^H3I eiPAl <M§ CHI CH^ Q^PS ^dlohb ^S, AhgX^£| S^H3I ojgAi Ajgo|| CHS^ ojg^l^SJ AHSg 

s s^Aismoi n ^m^, mxM'g&m Mixfsi s^h^i oigAi tj§ geoii s^h^i eieAig ^^6fb sx^g a^xf 

2J g^H3j 2im M CH§[ S^H9I eiPAi ^^01 ^ g^H^I ei^Ai ^dlM ^|CH2^ ^g, ^ M±^0\\M ^™~} ™<g 

l\m §£(011 : S^lsf ^S, Am XI- fi^P AhgX> S^H5| oi eA1 ^ah fl|CH gg)f Sib §S &£| ^SI XilgohOI, 

^ ^S2| ^SOII 2^>H, S ^SOilAi M§oQ Sib g 01 Oil CHeh §2Jb Cj-M^ ^C[. 
^Hei 31 (Private Key) 

SPH3|(dlQIS3l) S-s ^I^M AFgoPI A^XF SEb ei^^l^OilAi ^^!ofe 3|^r^^ g^H3|(Public Key)2* Dm 3\ (Private Key)^h SICf 

. oi e s^H^ib eie^iaoii e^moi s^h^im a^oi oisskh oiiaixi ^^<y ^i^oii Mgsis^ s^hs^. ^H£j3ib ^h&joi 

5^)011 S^slCI. 
All <!5 31 (Session Key, Secret Key) 

SX>gA1 gi^M S^SIohbQI AHofb dl^3l(CHS3l) gfS 3|^0| ^g^Cf. A||^3|b dl^3|^ ^ 2i^01 A||^3|b M§Jf ^0||Ai 
CA(Certification Authority) 

°im?m°^M Miif si ai^h ^aix>M g?H3i eie/Hg ^sskx ^aiofe ai^^oid. s^isi ai m§»§ sjh^i ej^Ai »§§aoi' 

2Je3|^ ^°JX[ 2^ ^ISS, Aiding m)m ^IJHo^I ^el- oj^^i^ § M oj go,! ^^fhCf. 

OloK g ^SS| ^AIOIIM §¥£01 &SoK)l ^ All 6^1 gge>CL 
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£ 1^ s 9\m eie^i^ ai^ssi Afgxfg sjhsm eie/H ^ §a °e£oia. 

5E 5* Oil A1, AFgXfSI g^H5| oig/d <M§ Qip^ eiS^IS Al^gOil 4=tlS 0|°¥Ei A^gXf2] g^H^I £j£OI S*S£i01 SJe^lB AI^U 

ui¥°j ^o\\3\ o\mM aai eis xjicn^h ^§9^ aiswxisi §e °ii sxn^os uEftn 301a. 

01 M ^S6}2, eie^l^ Al^gOl ^ofe °JgA1 ^eh s^lsj i§§ &EH01l/d AhgX[2J °JgA1 £Jg(1)0l ojg^| 

& ai^soii ^ge, eie^i^ Ai^iyg oim gfAioj g^^i eieA< <yg apis (2)011 n^a. 

aeoii. £>oi aj§ ch^i§(2)oii g?H?i eieAi 6JS011 cn°h s^m^ n tiss 3=mq\^. sjh^i &ie/H smojohai sxwssich 

ZidllQ, °imi\& Ai^g^ 6J§ CO^(2)£| SmS| gJH3l oi^At ^§011 CH6H Zl^M ^^01 2h££i^. S3H9I &JgAH 2h£l2M(4)S 

aicHM 2^6^01 sjhsm eis/n ggoii ^i^m aaieha. 

ses[ e^H^i oje/d szi ^aie^(5)oii sioH sjh^i ejgAi <y§ ^di2f exfAis »a ^ d lh^oi aai^a 

01 oh AfiXH SJH9I ^JgAI 91 S l§i £ 2 UiXI £ 6M 81-01 ^S^Q. 

£ 2^ S ^SOil 51 eh eie^lH Al^gJSJ °JgAi ««g ?l» 2^15* fiei ^MSOIQ. 

sxi, eis^is* ai^hoi oie^i^ shai x>sj ?§gg x\ =?s §§ch gj^joii s\m zimJiz* 5^^i ^ai^jcks2oi, 

S202). 

osoii, 2im?\&2\ Atsg ^ °js§ fi^sun &{=xim ^2jmous203), essna 2122 ^lers ^ai xis^oii ag(s204), Eh 

31 S206M ^SBCh 

B*l S2030ilAH &ig:>l&°J M&m % S^oHQ SI XI Qfe ^P^)^ S204M 4>2$§h ^0j|, A|± 

gsi ^ Aigg 9i #s ^ Aigg 31 ^ e s^H^i 2^hm oi^^i^hoii ^^9.^ mmm?\ m 

o\w oie^i^f &&xfe eje^i^h &&xfm ^moi 2jw^ gimow m\o\ °imMm y>^ci(s205). 

zirnm* ai^^sj Mexf ei^Ai e^oi oi¥^ m^oig ^^ixph ^hdixf oii^M ^^isfs^^ ^hdixf ^ 

eAi <y^n- s^. chi xhi =m §ei ^a^b &i uiesj eiioimoi m&ou ueius §^2s s^h^i ejeAi e^oi 

§5[ehCh2 ChEhtt ^ 9JLQ. 

£ 3^ S ^SSI £JeAj <m§ Oil 2imJ\^ Al^ijSJ S^H^i t!S S^?M ^dlote M&i °M£0ID. 

AhgXI- AI^UCHI ^xlsha. 

01 ^EHOil/H A^Xhb A^gXf- Al^UOil ^x|£j £ie^l& A^Xhg ±H^?I|CHM ?§^0j Oil A^gXl S 3 1 ei^Ai d§(E^ AhgXh g 
31 oj^Ai ^<M)g <y^6F01 6H& §SI EJ^SI-CM <Mg otAig 2,^§hQ(S301 ). 

g^H9l ojeAi <M§ gSOil^ <M^Xh ^S, SXI-^e ^J§§, 4r^¥Ai, S^Sl^, 5^H3| ojg^ ^j^dl^M dHS(^A|Zh, ^|^) 

. gseoi sip. 

^^/^<i! g^H3l o\^ M <M§o t Aio| a^XI- gj^ UieS ggoFOl ^ 0||£| 2iS (TH^hXI B^l S301 LHXI Eh3l S303S &m ^^sh 

a. 

^^/a^i g^H3| oig^ Algo^Aioj oj^ LHgOil 2^ §y 0II2I §S^f A^gXh ^H^^IICH LH^OjlAi^ AhgXhM ^leh 2^#HJ M 

gXf 3\ ® g[l§ ^ Aigg 9| ^^6H2, 0| g S^H^I 2^Hg AfgX^HJ ei^Ai ai§(SE^ ^61) OilAIXIOll g^oFOI 2im?\&0\\ 

^&!»CKS304). 

OIS ^ Ail ^gofS, AFgXf Alr^^JIU eie^lSh Al^^ZhOil^ g^H3| PI^M 0|g«h Oil A I XI SJ xHdlM ^^thCf. 

OilAiXI g^S xHEIM ^^ofe ^8 ^<M^ OilAIXIg AJ|£3|S ^sfifg 4^^o^ DilAIXI gfaSM ^^shQ(A). ^<!J6te Oil A I 

XI SI ^ Oil CHoFOl 5H4H S"4= *idl o[0\ AFgXf£| Aigg ^H2J3IS AlSeh /HS2^(B)g ^^5fe gSOil ^^ahCf. AFgXF A|^gJ2| 2ie^l5h A^g 

xfg ^H^ioiuioii msa ei^^i^^i g;«9iM Atsnoi Aifii?iaa ch»oi s^h^i ^a»oi sx^g^e a«»ct(o. 

AFgXf^ OilAIXi SSOJI CHohOI CHS9I gJSSfeh SXfM^ SJ AiS^g eie^l^Oil ^ehCL 

0121 ^01 A^gXf^h 5^91 o]^M gf^M ^^6^01 ojg^l^h Al^gOil S^o^, ojp^l^ AI^^J^ A^Xf^^ ^6lsh g^H^I SjeAi a]§ 
SSOil CHofOl eje^l^^J °Ja§ ^H£J3IS SXig¥I mo\ H\&B\m aj^6H2(S305) ? 0| A||^9|M gfagOII CHSJohOI DilAIXI iff ^^ehQ 
(S306). 

DM, SX^AISsh /HSSts Olgo^OI Oil A I XI gj^£| ^^^M Shei^hCf. 01 A^Xf A|^iJ3f eie^l^ A|^^eh°J OilAIXi ^^<M2j 

OilAIXi ^2J^ mmm DilAIXI ^^Oil CH 6H oH4H ^^6K>j 6H4H^(D)M mj^6m(S307), 01 M AfgXF AI^SCHIAI ^<M§h 2 

XfAl@^(B)Oil CH6H ^5H4H ^SoFOl 8Jj^&(B')H} blJ2&o^Mi 0I^(H5!Q(S308, S309). 
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OIIAIII mmoil M&0\ 2I2S(B'*0) MgXPAI^iyOil CHIAIXIS 2^(S31 1 )oHi, OHA|X|^E2| *?S«0| 3>ej£!2(B'=D) °±mD\&S Mg 

Jto\ gom 2imM <n§ 9.^?m eje^i^ ai^u lh¥oii ggsi s:>H3i eieAj <yg s^p ppisoii ^xiai^i ^ ch^i^ &mm lh^x^ 
2§ ¥oithcKS3io). 



2 4b ^ oi^Ai 2M0II 2Ja[ eie^l^ Al^gSJ AlgXfg SJH9I °imM £j£ i§§ S£i ~M2^Ai, eie^l^S] g^H^I 

^AjlSMI ggo*E. &!Xi ejg^l^^ A|±gJ LH¥0ll 34*9 AlgXfSJ 2JPA1 <M§ Qzp CH^I^2j £&(milxf£)0il CDEf CO^OllAi 

XfAJg ¥5^g§ AI^U UI¥0||Aj ?e^Q(S410. S420). 

mXMg ¥H^3^(S430)^ A|±gJ LU¥§ AlgXF <M§ 2^P g£0|| CH8KH DIM HI ^01 2XIA1SM 4^6*01 Sl^AiM 

EJXI. 2XIAJS AlgXI- g}H3l °JgAi Oil A| JIM X4§e* QS(S431). AFgXf d§ 2^P §21 S3H3I £JgA1 °^01l CHef- § 

s £S&cKS432). nm a§, sss §2 ^2011 o\mo\ eje^i&si Ajgg :>H2J5>i§ /hs^ /hs^s s^h^i ejeAi §2 =p^ 

Oil 3¥&2SM| AlgXfS] 2ieAiM ggehCKS433). 



2 5b S US Oil 21 ojg^|^ AI^U LH^J ^JWd\ 2imM S3H3I 2JgAi ^£|§ JJIOj S&shfe i§I Sei ©MSOICK 

2 401|Ai£f »0| A|gX|2| °I§A1b £lgA1 213* SIS g^£lb eie^l^ M±^ Ui¥2J S^H3I 2JgA1 2 

^Ajlo^lb, o[L[2\ ^JW3\ oj^Aj <M§ fi^Oil CH6H S^H^I ei^Ai &S6^ AI^D^ ^XhAiS ¥H^Zl^ g 

^h^i eieAi £j£ e^2i ^sa^Ai, Aigx^ ^jh?i ei^Ai <m§ s^ais^eh g^H3i oi^ai §g ais^xi ^mm 

§32} ojpAIM M^°hQ(S501) 

M t§£ HgOIIAI £JU3\ 2imM ^dl 2i§ XilCHM ^3£iI}(S502), AhgX(- S^H3| oj^Ai d§ S^H5| eieAj &£| 2M01IA] 

xHBI^iP 

nam, g^H3i ejgAi sm^¥E] ^hi^ §^ xhsim is s^h^i 21m m &g sisi cn^i^e sss^oi o\D\mm a^ 

XI e^?M £x| x-|dlthQ(S503). 



£ 6^ S g^H^I 2JgAi §3 e^Oil oj§9|^£] AhgXIg g^H3| oj^Ai ^dl 3}§g M&i 

§A1. g^H^I eie/d <M§ Q^P g^H3| oipAi ft! S^H3| 01 eA^ ^dl2lb XH£ISC|. 

eieAi pi^ g£b cies] aii¥ 12 aii^m s^jaioi ^1^. ^xi sj ^sj^ ^ sjs^ ^ck 

1. eie^i^ Ai^gsj s^ia se^Ai, s^isi ai ej^Ai e^2j s^i ^ai ^ 9§s 5^3^ oie(s^H3i eieAi 

21, §^H5I oi^Ai CHPIS &£l 21, oi^Ai CH^I S OIM/CH^I^ xH£| 50^H£I CH^I^M g£i3W AI^USI ^SOII Q>B| 

2. AlgXI Q^P &£j gS^Ai, 2J^^!^2J AIMXI g^H3l oje>H M^/^M Q 1 ? HAI, ^<^xH Al^gj^J ^<mx| g 

s). eje^i^^j cn^i^ cn^i^^ 2^, ch^i^oiim ch^i& q^p ej^, ch^i a chi ah xHe.is s^p 2^ 

3. sxiAig »a sa^Ai, ^xws « ^ai, 4^^ aiz.ks) ^^(^^, 5§ng sohs ^hh. ai 

4. §g SSSAH, oje^l^ AI^U AI oi^AI 21 ^A| ^ ^Bl(§^ §g, dl§& §g) 



eie^l^ S^Oil CCfdf S^H^I ojgAi 5f3 PI^SJ °J2 S J ^ioFOI ^§ ^3\Q\Q &J\m £JWd\ 2imM i£g ^2 ^1^ §2 2 

m Oil CHolOI SXfAiS A|§£J ^l^§2 A|g(A)M ^S^ShS. OIM eig^l^^ A]gg JH213\^ M%o\0\ SXfAiS^(B)g ^^^D(S601 -S603 
). 

Ais^g ej^^i^ aaixi^h oie^i^ ai±u u¥ sy 2j¥oii x-is&a. 

AHg^e Ai^g lh¥oii xiss s^, ^i^§2i 2im?m ^aixf gjss &s xnaiaioi ;i^§2 a^si sxiAig^e ^enn(S604) 

. SE 01 Oil 2XfAig 4>S A|2[ §2(D)I SSA|^ g^H3| o\^ M 6||0IM§Aj &£|&CKS605). 

sh^, AiS^e AI^U 2J¥0II Xl&m S^0il2 Al^g UI¥Oil XiSofe 3^2} §^S^I ^£|Xf^f ^SS|£| 2j¥°J XH§ DHXil XiSa^Q. 



2001/11/22 



4 



7M 



WIPS PIView 3.3.1.8 



tt 4 2ib 2i2W. OIS °JoH A^X}^ gDU3\ 21^M 61 S ^Hf Oil CH& o±s ^ ojqj 

Ol^Oil/d S g^gOil CH§* 3I£A*«§ §¥££2} SJWI Ai^ 6*21X1°} 01 S dfi^of ^AIOHB CHAINS ggel 5I0IXI B ^Si ah 
gofe 2£ OfLID. 5^ oi 3|£S0*2| g&2| Xl^g ^2 XfdfPj S 3|^Af#2J g^M 0IB3HI Sfe g?| LHCHI AH Q^o[ g 

S ^ SBOI Af^OICI. 

(57) §^P2J 
1. 

zim?\m m±&9\ Mgxfg g?H?i eieAt ^soii sach/h. 

ej^ia ai±soi si^s Aiesj^ aisoii s^i 2imM ^i^sj ^:>ia i§§ qb\o\\m, Mgxtmoi s^H3i °imM 6i§ 

fi^S ^^ohOj aaiSte £JWB\ 2imM fi? 5*£| 

I*2| ^iSAi 3 SOU §¥S2SM| £D\\B\ ei^AiS gg8h^ 

AFgXf£| gJH5?l ei^AH £j*jOj| q|& g^j 2imM &£0\ ^3 * S^H3| 9JgAJ &£|g ^old Xj| CM M SS*o^ » 

PJe^l^ AI^SOII/H 4*^e> ^3 }|^ §S(01|: s3|Sf ^9. M^X[ fi? 34 s , A^gXF S^H 31 °JgA1 gjg, XII CH S3, M)M 2i 
*r §3 SSI ^dloFhr 3[§i £>0| HISMOI JW^ 515 ^§°g 6fe £Jg^l^ A|^gj2| A^Xfg ^J^Ai 

s^s 2. 

XH1&0II 2JCHAJ, 

#31 2imM ^3 2? 

Af§ipf ^<Moh g^^i oi e ^ <m§ §soii cnahoi eje^i^sj ^Hej^is ^xfifi ^ch aii^sis si^sm, 01 H\&d\m &moii ch 

SoK)1 DilAIXI mj^8Fb E+5il2f; 

oH^tl" DilAIXI &mo\\ CH6H ^^oK)1 5H^H^(D)M ij^oQ, OIM AhgXh Al^ljOilAi 2X^g^(B)0il CH SH ^6H4H 

^^^01 oH4H^(B')2f bismoi ^£)5fe B^l; ^ 

CHI Aj XI 21^ Oil ^^01 °io^( B ^ D ) AJ-gXI- Al^gjOil 2W OilAIXIM S^oHl, CHI A I XI ^^^0| Sf oi£j ^(B'=D) A^Xf^J S^H3I eieAl 

S^?g eie^l^ AI^U LH^Oil 5^H3l o\ mM ^Mg Q zp cH^|«oi| ^xIAI^j ^ CH^I S ysi mSif^S ¥0t8fb &n\m s& 

6^ >ie ^s^^ afe eie^i^ ai^^jhj a^x^ s^h^i °i^m ®& 
a?a 3. 

eie^ia Al^gjOilAI MgXhg g^H3| oj^AiS ^^6fb 553^1 ^l^&[ g^Ej^ gjg 4= 2ib ^1^ OH ^1 Oil S^CHAi, 

£!gJI^ Al^gOl 5]^5 Aie£ib A| §011 £JW3\ 21 ^3 ^l^2J 2^ I SI UlSg ^Seh ^EHOII/H, AFgXFMOl <M§eh g^H^I ei^Ai >J§ 
Q^M ^MoHX &^2\ ^^^01 ^ojSS A^XF^F ££im 21^M Q^S oi^AI <M§ fir? CH^I^Oil ?|X|A|^ ¥j CH^I^ 

¥01^01 ^diate S^H3| oi^Ai <m§ fi^P &dl 

S^H3| ei^Ai AJg Q^P CH^I^HJ g?H3| eJ^Aj a]§ Q_=?0\\ Q\o\0\ Aigg ^Hei^lM SX|-/HSoK)1 3 ^Hl^, 2XfAig^i A^g 

MgXf£J g;H3l eje/d <^§0il CHsi- ^JH3l oig^ ^^01 ass ^ S^H^I eJ^Ai &dlS ¥io^01 XilOHM £I*ofe ^ 

eie^l^ Al^gOilAi 4^£h ^1^ §fi(0||: S^lsl ^3, AFgXf 2? S4=, Ah^Xf gPH3| eieAl Xdl CH £3, §g M)M S^O 2^ 

m mm. 
£2 
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ABSTRACT 



(Korean Patent Publication No. 2001-0047385) 



The present invention relates to a method for 
generating a public key certificate in a certificate 
authority system in the case of issuance or renewal of the 
public key certificate for a user of a certificate 
authority. 

The public key certificate generation method 
according to the present invention comprises an 
initialization step where an initial procedure is performed 
to issue the public key certificate, a step of managing a 
public key certificate request from the user, a step of 
executing a digital signature with respect to the public 
key certificate request and generating the public key 
certificate, a step of handing over a control to manage the 
generated public key certificate, and a step of managing 
login information according to each of the steps. 

In response to the public key certificate request 
from the user, the present invention can perform a required 
work while maintaining the performance of the certificate 
authority system in its optimum state by executing a 
function for managing the public key certificate request. 
Further, the present invention can quickly provide the user 
with a result of the public key certificate request by 
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performing a function for managing the generated public key 
certificate . 
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